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. 11 pad rts critiques

1 OCTAVE net hodod ogy
Operationdly Qiticd Threat, Asset and VU nerability
Eval uati on met hodal ogy.

Aut henti cati on

Frewalls

Irtrusi on- det ecti on systens

Mrus scanners

Pdlicy managenent soft ware

Vul nerahility testing

Encrypti on

Proper systemadmirnistrati on

10. Active content filtering

Ind dent response plan continuity of operati ons
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. Aut hertifi cati on
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Meét hodd og e

DANGERS

Transport Layer
HTTP(s)

Firewall

Web Server W

Firewall

\
Database . . . .

. Hrewdl




Dét ecti on

i
dirtrud on

o Blacklce ( http://www.iss.net )
o Snort ( http://www.snort.org )

IPLogg ng

I Session log
——

Session log

capture
aut omati que du
trafi c suspect
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Query bl.spamcop.net

Blocklist query for 207.202.47.156

207.202.47.156 is and should be blocked:1 spamtrap
reports counted x2; 24.84% spam report rate exceeds 2%
threshold

Traffic analysis: MetricQty.Most Recent
Total traffic: 157 Tue Mar 12 07:30:31 2002 GMT

Reported: 37 Mon Mar 11 22:33:10 2002 GMT
Relay Closed: 2 Sat Mar 9 16:55:44 2002 GMT
Traps: 1 Sat Mar 9 05:43:26 2002 GMT

Listing history:
listed: Fri Mar 8 21:17:02 2002 GMT
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Test vd nérallité

o Serveur d ataque
* WWW nessus. agq
o Sp der web

* www whiteha sec.com
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o déection enligne

e hitp//housecdl. artivirus.com
e hitp// www hitdef ender.com

o spywar e
otrgan
o http// www roat kit.com

Mrus SPAM

o spamassassn
o HacKkig
o Mail Scanner.info
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«ID/Authentication
*Encryption & VPN

Pdice de
Erewalls& ACLs |SECUNité

Implementation/Integration
SECURE
¢
@’ %
¢
AUDIT
*Vulnerability Scanning & Analysis

*Security Posture Assessment
*Risk Assessment

*Logging and Event
Notification

*Trend Analysis
*Management Reports
*Incident Response

*Real-Time Intrusion
Detection &
Response

*7x24 Monitoring

POLICY

Policy Developmen
& Review

MANAGE
YOLINOWN
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Encrypti on

o SSL
o web » B
e el

e tunnd vpn
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Ad nn stration
Systéene
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Andyse dutrdic —
NTOP. org
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A an de réponse
Ind dent

o Danmage Ceanup Center
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Hltrage des
cont enus

Adr esses uil es

o http// www securityf ocus. co ni
o http//newor der. box. sk

o http// www secu. be

o http//packet sta nsecurity.n
o http// www secur eroat. comy
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Questions ?




