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I. BEFO RE REG ISTRA TIO N  O F A  W EBSI TE 

 
A . CREA TION  O F A  PERM AN EN T DOMA IN  NAM E TA SKFO RCE 

 
1.  W hy and how ? 

 
W hen  G laxoW ellcom e m erged  w ith  Sm ithKli ne  and  becam e G laxoSm ithKli ne,  the 
boar d  m ade t hi s  i nf orm ati on  public w ithout  keepi ng  i n  m ind  t he  dom ai n  nam e 
issue;  t hey  di d  not  have  any  dom ai n  nam e officer.  The  day  of  t his  announcem ent, 
som eone  regi stered  the  correspondi ng  dom ain  nam e.  Such  a  st ory  is  not 
excepti onal: e ver yday,  a r ound  t he  w orl d,  thi s  ki nd  of  a c ci dents  –  “busi ness 
opport unities” as far as cyber squatters are concerned – happen.  
 
A ny bi g  com pany  shoul d  have  a  dom ain nam e officer.  It  is  us uall y  som eone  w ithi n 
t he  legal  departm ent  or w ithi n  the  boar d.  I n  any  cases,  it  must  be  som eone  w ith an 
effecti ve access to t he m anagem ent level w here decisi ons are taken.  
 
In  m ulti national  com pani es,  the  situati on  is  m ore  difficult  because  of  t he  num ber  of  
subsi di ari es a nd  branches,  and  because  t hese u s uall y  have  som e freedom  w ithin 
t heir  country  (for  m arketi ng  pur poses  for  exam ple).  If,  above  t his,  the  com pany 
m akes  busi ness  under  a  large  num ber  of  tradem arks  (som e of  t hem  being  onl y  l ocal 
for a specific country), the creati on of a real dom ai n nam e task force is necessary.  
 
W hile  creati ng  and  managi ng  t he t as kf orce,  t he  key  w ords  to  rem em ber  are: 
centrali zati on i n cooperati on.  
 

1.  Centrali zation  m eans,  in  t his  case,  t hat  t he  deeper  t he  taskforce  is  i nvol ved 
i n  busi ness  decisi on  (even  w hen  such  a  decisi on  is  norm all y  targeted  to  a 
specific  country),  t he  best  it  is.  It  is  strongl y  recomm ended  that  t he  taskforce 
have a president or a secretary.  

 
The  taskf orce  w ill  keep  accurate  dat a  concerni ng,  not ably:  t he  num ber  of 
acti ve  dom ai n  nam es  with  t heir  stat us  and  date  of  renew al,  t he  list  of  a l l 
“cl ose”  nam es  rel ated  to a  “m ain”  one  (see  next c hapt er),  t he  techni cal  dat a 
for  each  dom ain  nam e, e t c.  Centralizati on  can g o  so  far  as  to  i ncl ude  all 
billi ng  issues.  I ndeed,  w hen  possibl e,  one  shoul d  avoi d  sendi ng  renew al 
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notices  and  subsequent  bills  di rectl y t o  t he  account  departm ent,  w hich  coul d 
be  overw helm ed or  settle  i nvoi ces  after  a  l ong  del ay.  Bills  (or  at  least  a  copy 
t hereof)  shoul d  i deall y  be  sent  to  the  taskf orce t o  ensure  perm anent  use  of 
t he dom ain nam e. 

 
2.  A ssoci ati on m eans,  i n  this  case,  t hat  t he  task  force  m ust  com bine  a  good 

geographical represent ation  (som eone  from  t he  headquarter,  toget her  w ith 
represent atives  of  t he  subsi di aries)  and  a  good  skills r epresent ati on  (t he  CEO  
is  not  alw ays  t he  best  person:  it  m ight  be  t he  operati ng  officer,  t he  cust om er-
care  departm ent  and/or  the  m arketi ng  departm ent).  M ore  often,  besi des 
perm anent  m em bers  –  Chi ef  Legal  O fficer  or  the  counsel  for  exam ple  –  t he 
com positi on of the task force can vary dependi ng t he issue). 

 
2.  O utsourci ng issues 

 
M ore  and  m ore  servi ce  provi ders  are  currently  speci ali zi ng  i n  dom ain n am e assets 
m anagem ent  and  survey.  These  com pani es  offer  a  registeri ng  pr ocedure  i n  nearl y 
all  ccTLD s (see  hereafter)  and  i n  all  public  gTLD s (see  hereafter).  They  keep  a  si ngle 
poi nt  of  contact.  Som e of  them  pr ovi de  m onitori ng  for  registrant’s  dom ain  nam es 
and  for  com petitors  ones,  as  w ell  as c yber  squatti ng  m onitori ng  (i n  additi on,  t hey 
us uall y  pr ovi de  their  cust om ers  with  a  softw are- based  sol uti on  enabli ng  onli ne 
access to all avail abl e i nform ation). 
 
B.  CH O O SING A  DOMA IN  NAM E 

 
W hen  choosi ng  a  dom ai n  nam e,  the  registrant  m ust  keep  i n  m ind  at  least  tw o 
im portant thi ngs:  
 

� O nce  t he  “m ain”  dom ai n  nam e has been  chosen,  t he  regi strant  m ust  anal yze 
if “cl ose” nam es shoul d al so be registered;  

 
� A lthough  it i s  often  usef ul  to  register  cl ose  nam es,  it  m ust  be  cl ear  i n 

everybody’ s m ind t hat a zero-risk situati on doesn’t exists. 
 
The  list  of  close  nam es m ust  be  m ade,  beari ng  i n  m ind  all  form s of  cybersquatti ng, 
w hich i ncl udes not abl y:  
 

� Cybersquatti ng  (also  called  dom ain  nam e grabbi ng)  :  registeri ng  a  dom ain 
nam e i n  order  to  sell  it  back  later  to  t he  person  –  us uall y  a  com pany  or  a 
w ell-know n person – w hom , int uiti vel y, shoul d be t he norm al hol der;  
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� Reverse  dom ain nam e hi jacki ng:  peopl e  register  a  tradem ark  t hat  is  identical 

to  an  existi ng  dom ain nam e.  Subsequentl y  t his  person  sues  the  dom ain nam e 
hol der  argui ng  t hat  t his  hol der  vi ol ates  hi s  ri ghts.  Thi s  cybersquatting 
m ethodol ogy is happil y uns uccessf ul m ost of t he tim e; 

 
� Poi ntsquatting:  a  specific  form s of  cybersquatting  usi ng  t he s am e address  as 

t he  vi ctim  w ithout  a  poi nt  after  t he  fam ous  “w w w ”  (for  exam ple 
htt p: //w w w com pany.com  instead of htt p: //w ww .com pany. com . 

 
� Typosquatting:  a  specific  form  of  cybersquatting  usi ng  spelli ng  errors ( f or 

exam ple h t t p: //w w w .com panny. com  i n stead o f  
htt p: //w w w .com pany.com . 

 
For  exam ple,  if  t he  regi strant  w ants  to  register  <w orl dof pl easure>  as  a  “m ain” 
dom ain nam e, it m ight consi der t hat t he foll ow i ng are “cl ose” nam es: 
 

� w orl d- of- pleasure 
 
� w orl d- of- pleasures 
 
� aw orl dof pl easure 
 
� a-w orl d- of-pl easure 
 
� w orl dpl easure 
 
� w orl d- pl easure 

 
Thi s  is  a  difficult  and  fasti di ous  job,  but  it  is  act uall y  t he  easiest  w ay to  avoi d  l osi ng 
tim e and  money  i n  tri als  or  ot her  resol uti on  procedures.  Specific  softw are  can  hel p 
t he registrant to buil d the list. 
 
The  com pany  m ight  consi der  t hat t he  registrati on  of  som e dom ain n am es  is  be 
com pulsory.  U suall y  this  list  i ncl udes  at  least  all  registered  tradem arks  and  any 
ot hers  si gn  on  w hich t he  com pany  has  an  excl usi ve  ri ght  (for  exam ple,  a  com m ercial 
denom ination or t he nam e of the com pany, etc.). 
 
W hile  det erm ini ng  the  m ain  dom ain  nam e and i t s  cl ose  ones,  t he  registrant  m ust 
com bine t he protection point of view a nd t he target point of view (see next chapt er). 
 
C.  CH O O SING M ETA TAGS 
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M etatags  are  H TM L codes  us uall y  i nvi si bl es  for  the  vi sitor,  except  if  t his  one  request 
to  read  t he  source-code  of  t he  w ebpage.  There  are  vari ous  types  of  m etat ags1 b ut  t he 
m ost  fam ous  one  is  designed  to  help  search  engi nes  i ndexing  and  ranki ng  w ebsites 
accor di ng  to t heir  cont ent.  For  exam ple,  a  w ebsite c oncerni ng  foot ball  w ill i ncl ude  at 
least t he w ord “f oot ball” i n its m etatag.  
 
A  bi g  difference  betw een  m etatags  and  dom ain nam es is  t he  absence  of  a ny  ki nd  of  
registrati on:  a ny  w ebsite  hol der  can  freel y  deci de  w hich  m etatags i t  w ants  to 
i ncl ude i n its source-code.  
 
Thi s m odus operandi is frequentl y used i n order:  
 

� To  raise  artifici all y  t he  num ber  of  vi sitors  ( putti ng  “sex”  in  t he  m etatags, 
even  if  t he  w ebsite  has n ot hi ng  to d o  w ith  sex,  i n  or der  to  appear  in  t he 
result-list each tim e som eone types “sex” i n a search engi ne); 

 
� To  grab  som e  vi sitors  ( putti ng  t he  nam e of  a  com petitor  i n  or der  to  appear  i n 

t he  result-list  each  tim e  som eone  types  t he  nam e of  t he c om petitor i n  a 
search engi ne). 

 
Besi des t hese potenti all y illegal uses of m etatags there are very usef ul utilizati ons:  
 

� It  is  used  by s ponsors  to be  sure  t hat  t hey  w ill  appear  i n  t he r es ult  list  each 
type  som eone  try  to  get  i nf orm ation  concerning  an  event  (for  exam pl e, 
W orl d- Cup sponsors are entitled to incl ude “W orl d- Cup” i n t heir m etatags); 

 
� It  can  be  used  by  a  com pany  to  cross-reference  its  w ebsites  (for  exam pl e,  if 

t he  sam e product  is  sold  i n  t he  w orl d  under  di fferent  nam es  and  if  t here  is 
one  w ebsite p er  nam e, i t  m ight  be  usef ul  to i ncl ude  i n a l l  w ebsites  all 
different nam es of this pr oduct). 

 
� It  can  be  used  by  group  of  com pani es  or  hol di ngs  to  cross-reference  all 

com pani es’ w ebsites; 
 
The  dom ain nam e taskforce  w ill  work  i n  cl ose  cooperati on  w ith  all  departm ents  of 
t he  com pany  i n  or der  to  m ake  the  list  of  all u s ef ul  m etat ags.  For  exam ple,  t he 
m arketi ng  departm ent  w ill  pr ovi de t he  list  of  all  events  i n w hich  t he  com pany  i n 
i nvol ved  as  a  sponsor,  and  t he  taskforce  w ill  make  sure  w ith  t he  legal  departm ent 
t hat  t he  contract  w ith  event’s  organi zati on  specify  t hat  t he c om pany’ s  nam e or  its 
pr oduct’s nam e w ill be incl uded i n the m etatags of t he event’s w ebsite. 
 

   

1 Including for example “revisit-after", "description", "keywords", "robots", "rating", 
"copyright", "author", "language", "generator", etc. 
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D . O PTIN G  FO R A  gTLD  AND /O R A  ccTLD  

 
O nce  the  vari ous  nam es  have  been  chosen,  the  registrant  m ust  consi der  t he  Top 
Level  i n  w hich  it  w ill  appl y  for  registrati on.  A ct uall y,  t here ar e  tw o fam ilies  of  Top 
Level : 
 

� The  generic T o p  Level  (gTLD ),  i ncludi ng  the  fam ous  .com ,  . net  and  .bi z. 
gTLD s are regi stered on a w orl dw ide basis; 

 
� The  country c ode  Top  Level  (ccTLD ),  registered o n  a  nati onal  basis  (. be,  . fr, 

. us, etc.). 
 
Som e sit uations  are  quite  sim ple.  For  exam ple,  all  registered  tradem ark m ust  at  least 
be  registered  as  a  dom ai n  nam e i n  all  countri es ( ccTLD ) i n  w hich  t he  tradem ark  is 
registered.  O ther  exam pl e:  t he  com pany-site  of  a  m ulti nati onal  com pany  m ust  at 
least  be  registered  i n  al l  countri es  (ccTLD ) i n  w hich  t he  com pany  is  established. 
M ore often,  t he  sit uati on i s  m ore  difficult  to  assess  ;  because  of  this,  som e  com pani es 
have  deci ded,  as  a  rul e,  t hat  each  tim e a  dom ain  nam e is  regi stered,  it  is  regi stered 
i n  all  ccTLD s  and  gTLD s  i n  w hich  it i s  avail abl e ( Coca- Col a,  t he  “w orl d  com pany”, 
w orks under t his rul e). 
 
Taki ng  back t he  exam ple  of  <w orl dof pl easure. com >,  if  t his i s  a  site  dedi cated  to  a 
pr oduct  sold  sol el y  i n G erm any,  t he  taskf orce  m ight  consi der  t hat i t  is  w orth 
registeri ng  it  i n  .com ,  but  al so  i n  . de  and  even  i n  ccTLD s of  G erm any’s n ei ghbor-
countri es  (A ustria,  Pol and,  N etherlands,  etc.)  because  som e cust om ers  m ight  buy 
t he product i n G erm any but ori gi nate from  these countri es. 
 
W hile  w orki ng  on  this i ss ue,  t he  registrant  m ust  i n  fact  com bine  tw o different 
approaches:  
 

1.  The  protection point of view im plies  t hat  the  registrant  m ust  protect  its  assets. 
For  exam ple,  t he  registrant  m ight  deci de  that  al l  i ntellect ual  pr opert y  assets 
m ust be protected as a dom ain nam e i n all countries and all gTLD s. 

 
In  application  of  this  poi nt  of  vi ew ,  w hen  a  registrant  deci des  for  a g TLD  
(.com  for  exam ple),  it  will  us uall y  try  to  register  i n  all  ot her  public  gTLD s 
(. net,  . bi z,  etc.).  Consequences  are  easy  to  understand.  Faili ng  to  com ply w ith 
t his  pri nci ple,  t he  W hite  H ouse  registered  onl y  htt p: //w w w .w hitehouse.gov 
for  its  offici al  w ebsite;  very  qui ckl y,  tw o o t her  persons  regi stered 
htt p: //w w w .w hitehouse. org  (satiric  site)   and  htt p: //w w w .w hitehouse. com  
(sex site)!  

 
2.  The  target point of view im plies  t hat t he  registrant  m ust,  firstl y,  anal yze  t he 

target  of  its  w ebsite  and,  s econdl y,  consi der  as  com pulsory  to  register  at  least 
all  rel evant  TLD s taki ng i nt o  account  t his  target. F or  exam ple,  if  a  pr oduct  is 



  
  
   - 7 - 

 

sol d  i n  different  countries  under  different  nam es,  all  nati onal  nam es must  at 
least be registered i n t he correspondi ng ccTLD . 

 
E.  VERI FI CA TIO N S PRIO R TO  REG ISTRA TION 

 
O nce  t he  nam es  to  register  and  their  rel evant  c c TLD S and/or  gTLD s h a ve  been 
chosen,  t he  registrant  shoul d  m ake a  pri or  verificati on  i n  the  W hois?  dat abase,  i n 
or der  to  be  sure  t hat  t here  are  no  ant eri ority  probl em s.  Indeed,  it  m ight  appear  at 
t hat stage t hat a nam e, or a Top Level, has been pre-registered by som ebody else.  
 
It  is  im portant  to  underli ne  t hat  t his  verificati on  doesn’t  m ean  t hat  t he  nam e w ill  be 
accepted  when  t he  registrant  w ill  appl y;  i ndeed,  i n  m ost c c TLD s,  t here  are  strict 
rul es  to  follow  and  the  registrati on  aut horit y  mi ght  ref use  an  application  i n  respect 
t hereof.  N or d oes  it  m ean  t hat  t he  use  of  t he  nam e w ill  be p ossi bl e  (for  exam ple, 
despite  the  fact  t hat  a  nam e is  grant ed  to  t he  registrant,  a  t hird- part y  m ight  ob ject  to 
t he use t hereof, because of its i ntellect ual property ri ghts. 
 
Thi s  verificati on  is  onl y  m eant  to  det ect  pre-regi strati on  of  any  i dentical  dom ain 
nam e(s). It is nevert hel ess usef ul, notabl y for t hree reasons:  
 

1.  A t t hat  stage,  it  is  us ual l y  still  possibl e  for  t he  registrant  to  am end  its  plan, 
dr op t his nam e, or take acti on i n order to get this nam e. 

 
2.  Searchi ng  t he  w hois?  database  is  anonym ous,  qui ck  and  easy.  I f  a  pr obl em  is 

di scovered  at  t hat  stage,  it  can  t hus  be  lim ited  w ithi n  the  registrant’ s 
com pany.  Faili ng  to  com ply  w ith  thi s  pri or  verificati on,  com pany’ s  secrets 
are  som etim es  m ade  public  i nvol unt aril y  at t he  occasion  of  an  aborted 
registrati on.  

 
3.  Regi strati on pr obl em ,  or  aborted  regi strati on,  is alw ays  a  bad  publicity f or 

t he registrant and can be an opportunit y for its com petitors.  
 
 
 

 
 
 
 
 
 
 
 

 

In a few  w ords:  
 

� A  com pany m ust  consider  its  dom ai n  nam e assets  at  a  global  and  high 
level;  

� A n effecti ve d om ain  nam e policy  is part  of  t he  w hole  busi ness  pl an  of  the 
com pany,  and  m ust  rel y  on  an e xt ensi ve k n ow ledge  of  com pany’ s 
acti vities, pro jects, tradem ark portfoli o, etc.; 

� It im plies t he partici pation of several persons i n cl ose coor dinati on;  
� W hen  several  dom ain  nam es  m ust  be  m anaged,  it  shoul d  m ean  a  hi gh 

degree  of  c e nt ralization  i n  cooperati on w ith  concerned  persons, 
subsi di ari es or branches;  

� The policy m ust be flexi ble and progressi ve.  
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II. REG ISTRA TIO N  O F A W EBSI TE 

 
A . IN FO RMA TIO N  TO  BE PRO VID ED 

 
1.  W hich i nform ation? 

 
A  great  num ber  of  i nform ation  must  be  transm itted  to  t he  registrati on  aut horit y;  
here are som e of them , toget her w ith recom m endati ons:  
 

Regi strant2 Regi steri ng a dom ain nam e in t he nam e of a 
pr ovi der, or a com pany em ployee, or even under t he 
CEO ’s nam e, shoul d be avoi ded or m odified 

A dm inistrati ve cont act3 The adm inistrati ve cont act pl ays a key rol e. It keeps 
perm anently t he operational pow er on t he dom ai n 
nam e and m ust be entitled t o take dom ain nam e 
rel ated decisi ons on its ow n. Theref ore it is essential 
to gi ve t his rol e to a qual ified person i nvol ved i n the 
dom ain nam e m anagem ent 

Billi ng cont act4 Thi s cont act w ill m anage the renew als of t he dom ai n 
nam es on behalf of t he com pany. It is im portant to 
underli ne t hat a great num ber of accident arise 
because of a bad billi ng cont act (for exam ple, the e-
m ail address of an em ployee t hat doesn’t w ork 
anym ore : the renew al notice is sent on t his address 
and nobody take care of it) 

   

2 Please note that the exact wording can vary depending the country and/or the provider 
3 idem. 
4 idem. 



  
  
   - 9 - 

 

Techni cal cont act5 I deall y, this cont act shoul d be all ocated t o t he ISP 
w ho has t he responsi bility of adm inisteri ng dom ai n 
nam e servers on w hich are hosted dom ain nam es. In 
t he case t he com pany hol ds and m anage itself its 
servers, the person i n charge of t hem  is usuall y the 
techni cal cont act 

 
2.  H ow  to provi de t his i nform ation? 

 
Inf orm ation p r ovi ded  m ust  be  const ant  and  everl asti ng,  i ndependentl y  from  the 
physi cal person and from  the provider; this is a key issue.  
 
Indeed,  if  the  i nf orm ati on  relies  on  a  person  or  a  pr ovi der,  it  m ust  be  updat ed  i n 
case  of  changi ng  (an em ployee m ovi ng  to  anot her  com pany  or  to  anot her 
departm ent  w ithi n  t he  com pany,  or c hangi ng  of  a  pr ovi der).  I n  reality,  i t  is  a  fact 
t hat  updati ng  is  rarel y  done,  w ith,  som etim es,  trem endous  consequences  i ncl udi ng 
t he del eti on of t he dom ai n nam e. 
 

E-m ail address t he e-m ail address shoul d be a generic one 
( dns. adm in@c om pany. com ) rat her than nom inal 
(bob.m oore@c om pany. com ) in order to avoi d 
di sor ders w hen t he responsi bl e em pl oyee changes 
positi on. A ttenti on m ust al so be pai d to t he 
conti nuit y of the runni ng of the e-m ail address. 
A nother advant age of generic alias is to gi ve t he 
possi bility to forw ard t he m ail received on t his 
address to m ulti pl e persons w ithi n t he com pany 
and even outsi de (law yer or provi der for exam ple) 

Post al address t he head office of the com pany is a guarant ee as 
far as stability is concerned; how ever a l ot of 
com pani es fi nd it preferabl e to use the address 
w here t he cont act person is l ocated 
(adm inistrati ve, billi ng, techni cal) 

Phone num ber A s for the em ail and postal addresses, one m ust 
pr ovi de for the updati ng of phone num bers i n 
case of rel ocati on or m ove.  

 
 

   

5 idem. 
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B.  TH E A LLO CA TION  OF A  DOMA IN  NAM E 

 
In  m ost  of  the  gTLD S (.com , . net  and  . org  not abl y),  t he  registrati on  is  based  on  t he 
pri nci pl e  “first  com e,  first  serve”:  t here  is  no  control  by  t he  registrati on  aut horit y  at 
t he  m om ent of  registration.  The  registrati on  is  aut om aticall y accept ed  if  t his  nam e is 
avail abl e.  By  excepti on,  s om e gTLD S  are  lim ited  to  certai n  applicants  (.m useum  and 
. aero for exam ple). 
 
Som e nati onal  ccTLD s work  on  the  sam e “first  com e,  first  serve”  pri nci ple  ( Bel gi um  
for  exam ple),  but  m ost  of  them  have  a  strict  regi strati on  policy  i n  or der  to  assess, 
pri or to registrati on, t hat the registrant has a ri ght to appl y for the dom ain nam e. 
 
Irregar dl ess t he  existence  of  a  pri or  control,  a  t hird- part y  can  alw ays  request  t he 
registrant  to s t op  usi ng  t his  dom ain n am e and/or  transfer  it  to  him . I n  m ost  of  t he 
cases,  such  an  acti on  is b ased  on  int ellect ual  pr opert y  issues,  fair  practices  and 
com petiti on rul es (see hereafter: enf orcem ent). 
 
C.  TH E M ETA TA G S 

 
A  bi g  difference  betw een  m etatags  and  dom ain nam es is  t he  absence  of  a ny  ki nd  of  
registrati on:  a ny  w ebsite  hol der  can  freel y  deci de  w hich  m etatags i t  w ants  to 
i ncl ude i n its source-code.  
 
N eedl ess  to s ay,  if  t he  use  of  a  m etatags  is  an i nfri ngem ent  to  a  law  o r  a  t hird-
part y’ s ri ght, the dom ain nam e m ight face liti gation (see hereafter: enf orcem ent). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

In a few  w ords:  
 

� It  is  im portant  to  prepare  t he  i nf orm ation  to  be  gi ven  at t he  m om ent  of 
registrati on;  

� Thi s  i nf orm ati on  m ust  be  logical,  taki ng  i nt o  account  t he  sit uati on  of  the 
com pany; it m ust be i ndependent from  a physical person and everl asti ng;  

� Techni cal  and  billi ng  inf orm ations s houl d  be  as  harm onized  as  possi ble 
w ithi n t he group;  

� Even  if  t here  is  a  prior  verification  by  t he  registrati on a ut horit y,  t he 
all ocati on  of  a  dom ain n am e does n ot  guarantee  t he  com pany  agai nst  a 
t hird- part y;  

� M etatags  are  free  ( provided,  of  course,  t hat  t hey do  not  i nfringe  any  law  or 
any t hird- part y’s ri ght). 
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III. U SING  A  DOMA IN  NAM E 

 
The  m ost  nat ural  w ay to us e  a  dom ai n  nam e is  to  put  at  t hat a ddress  a  w ebsite,  but  
it is not t he onl y w ay to use it. O ne coul d not ably im agi ne:  
 

� To  register  a  dom ain  nam e w ithout  usi ng  it  (“defensi ve  regi strati on”): i t  is 
often  t he  case  w hen a  cyber  squatter r egi sters  a  dom ain nam e correspondi ng 
to  a  tradem ark  i n  or der t o  resell  it  later  on,  but  it  can  al so  be  used  w hen  t he 
m arketi ng  or  t he  R& D  d e partm ent  is  cl ose  to  i nitiate  a n ew  pr oduct  or 
cam pai gn and w ants to be sure to get t he best nam e); 

 
� To  register a  “w aiti ng p a ge”:  t he s i t e  cont ains  no  i nf orm ation  except  a 

w aiti ng  announcem ent  (“under  constructi on”  for  exam ple).  Cyber  squatters 
w ishi ng to hi de a defensive registration frequently use t his m odus operandi;  

 
� To  redirect  t he  vi sitor  to  anot her  website:  t his  is  typi call y  the  sit uati on f or 

“cl ose” dom ai n nam es. 
 

IV . EN FO RCEM EN T ISSU ES 

 
A . MON ITO RING 

 
A s soon  as  a c om pany  consi ders  its  dom ain nam e asset  as  an  im portant  one,  it  m ust 
consi der t he m onitori ng t hereof.  
 
Thi s  task  is  us uall y  outsourced  to  a  speci alized  pr ovi der  usi ng  sophi sticated 
m onitori ng s er vi ces,  scanni ng  the w eb  and  regi strati ons ( s om e  of  t hem  on  a 
w orl dw ide  basis  i ncl udi ng  ccTLD s)  to  det ect  all  pot enti all y  harm ful  uses.  The  list  of  
“cl ose”  nam es  m ade  pri or  to  the r e gi strati on  is  often  of  a  great  hel p,  but  new  
softw are  use  a  l ot  of  other  techni cal  tools,  i ncl udi ng  t he  m onit ori ng  of  m etatags  (see 
hereafter).  
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It  m ust  be  stressed  that  it  m akes  no  sense  to o r gani ze  a m onitori ng o n  dom ain 
nam es  if  t he  sam e pr ocedure  is  not  appli ed  to  m etatags.  I n  reality,  m etatags  are 
pot enti all y m ore harm ful because they are difficult to detect and m onitor.  
 
B.  EN FO RCIN G 

 
O nce  a  com pany  deci ded  to  fi ght  a  harm ful  use,  t hree  attit udes  are  possi bl e:  out- of-
court settlem ent, A D R or legal proceedi ng.  
 

1.  O ut-of-court settlem ent 

 
N eedl ess  to  say,  t he  parties  can  settle  out- of-court  agreem ent.  D espite  t he  fact  t hat 
t he  pri ce  is  frequentl y  hi gh,  it  is  very of t en  less  than  t he  cost  of  a  judi ci ary  pr ocedure 
and is qui cker.  
 

2.  A lternati ve D isput e Resol uti on (A D R)  

 
AD R is  a  disput e  resoluti on  pr ocess  i n  w hich t he  parties a gr ee  to  subm it  t heir 
pr obl em  to an arbitrati on panel.  
 
The  UD RP (U niform  D om ain  N am e D ispute- Resol uti on  Pol icy)  is  one  of  t he  m ost 
fam ous  ADR  pr ocess,  focused  on  gTLD  dom ain  nam es conflicts.  It  has  been  drafted 
i n coll aborati on  betw een t he  I CA NN 6 a nd  W IPO 7.  Each  gTLD  regi strar  m ust  i nsert  a 
cl ause i n its contracts m aki ng t he U D RP m andatory for gTLD  ow ners.  
 
The com plainant i n a U D RP process m ust dem onstrate t hree el em ents: 
 

� The  dom ain n am e is  i dentical  or  conf usi ngl y  sim ilar  to  a t r adem ark  or  a 
servi ce m ark on w hich the com plai nant has ri ghts;  

 
   

6 Internet Corporation for Assigned Names and Numbers. ICANN is the non-profit 
corporation that was formed to assume responsibility for the IP address space allocation, 
protocol parameter assignment, domain name system management, and root server system 
management functions previously performed under U.S. Government contract by IANA and 
other entities. ICANN delegates also the power to national registrars to alloy IP address and 
related national domain names. 
7 World Intellectual Property Organization; http://www.wipo.org.  
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� The  registrant  has  no  rights  or  legitim ate  i nterests  i n  respect  of  t he  dom ain 
nam e in questi on;  

 
� The  dom ain n am e has  been  registered  and/or  it  is  bei ng  used  i n  bad  fait h. 

A ssessi ng  the  bad  faith,  t he  arbitrati on  panel  w ill  take  i nt o  account  all 
avail abl e el em ent, not ably:  

 
o Ci rcum stances  i ndi cating  t hat  the  D om ain  N am e w as  registered  or 

acquired  prim arily  for  the  pur pose  of  selli ng,  renti ng  or  transferri ng 
it to t he Pl aintiff (com plai nant); 

 
o The  dom ain nam e w as registered  i n  or der  to  prevent  the  ow ner  from  

reflecti ng  t he  m ark,  pr ovi ded  t hat  the  regi strant  has  engaged  i n  a 
pattern of such conduct; 

 
o The  dom ain  nam e  was  registered  prim arily f or  t he  pur pose  of 

di srupti ng the busi ness of a com petitor; 
 
o The  dom ain n am e w as  registered  w ith  t he  i ntenti on  to  gai n  I nternet 

users  by  creati ng  a  li keli hood  of  conf usi on  w it h  t he  com pl ai nant 's 
m ark  as  to  the  source,  sponsorshi p,  affiliati on  or e ndorsem ent  of  t he 
registrant 's  site  or  of  a  pr oduct  or  servi ce.  It  must  be  underli ned  t hat 
t he  possi bility  of  conf usion,  especi ally  for  t he  cons um er is  t he  central 
criteri on.  

 
D espite  t his  uniform di sput e  resol uti on  pr ocess,  it  is  w ell  know n  t hat  som e 
arbitrati on  panel  (W IPO  for  exam pl e)  is  m ore i n  favor  of  t r adem ark  hol der  t han 
ot hers.  D ependi ng  the  nat ure  of  t he  underl yi ng  ri ght  of  t he  com plai nant,  it  m ight  be 
usef ul to m ake an “arbitrati on forum  shoppi ng”.  
 
Tw o of the m ain advantages of U D RP i ncl ude the fact t hat: 
 

� It  ensures  effecti veness o f  t he  decisi on:  if  t he  panel  fi nds i n  favor  of  t he 
com plai nant a nd  grants  a  transfer  of  t he  dom ain n am e,  t he  transfer  w ill  be 
aut om atic  if  the  defendant  does  not  bri ng  a  legal pr oceedi ng  bef ore  a  judi ci al 
court w ithi n a fixed del ay;  

 
� If  it  im possibl e  to  l ocate t he  cybersquatter  (for  exam ple  because  he  gave  a 

false  address  at  the  m om ent  of  registrati on),  it i s  suffici ent  to  pr ove  to  t he 
panelist  t hat al l  reasonable  efforts  have  been  done  and  t hat  the  dom ain nam e 
ow ner rem ai ns unreachabl e.  

 
The  cost  of  UD RP arbitrati on  vary  betw een  U S$  1. 500  and  U S$ 2. 000  for  a  conflict 
i nvol vi ng  1  to  10  dom ain  nam es and  requiri ng  one  panelist ( judge/arbi ter).  There  is 
no system  for reim bursing t he attorney fees.  
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UD RP is  al so  avail abl e  for  certai n  ccTLD s (w hen t he  nati onal  a ut hority  adopt ed  it8). 
D espite  the  fact  t hat  U RD P is  not  applicabl e  i n  ot her  countries  for  ccTLD  di sput es, 
sim ilar pri nci pl es usually appl y.  
 

3.  Legal proceedi ngs 

 
A  plai ntiff is of course entitled to sei ze a judi ci al court. 
 
It  is  frequentl y  a  l ong-run  pr ocess,  not abl y  because  of  i nternati onal  aspects.  Pl ai ntiff 
m ust  first  determ ine  i n  w hich  country  it  w ill  bring  t he  procedure  and  whi ch  law  t he 
judge  w ill  appl y.  Furt herm ore,  even  if  t he  court  fi nds  i n  favor  of  t he  com plai nant, 
its ruli ng m ight not be appli ed if the hol der is l ocated i n another country.  
 
Thi s  sai d,  legal  pr oceedi ng  coul d  be  m ore  advantageous  i n  som e circum stances,  for 
exam ple w hen  pl ai ntiff  and  def endant  ori gi nate  from  t he  sam e country,  or  w hen t he 
legal  ground  of  t he  acti on  is  com petiti on-rel ated  m ore  t han  i ntellectual  property-
rel ated  (experim ent  show s t hat  arbitrati on  panels  are  less  friendl y  w ith com petiti on 
and  fair  practices  law s than  w ith i ntellect ual  pr opert y  one  –  i n  UD RP,  t he  sit uati on 
is  still  cl earer  si nce  t he  panel  is  onl y  com petent i f  t he  dom ai n  nam e is i dentical  or 
conf usi ngl y  sim ilar  to  a  tradem ark  or  a  servi ce  m ark  on  w hich  t he  com pl ai nant  has 
ri ghts).  
 
If  t he  com plai nant  w ants  to  get  m oney  from  its  acti on,  it  m ust  generall y  go  for  a 
legal proceedi ng.  
 
 
 
 
Etienne W ery,  
A ttorney ( Brussels and Paris bars) 
 
Br ussels, janv. 31, 2006 

   

8 .AC (Ascension Island), .AG (Antigua & Barbuda), .AS (American Samoa), .BS (Bahamas), 
.BZ (Belize), .PA (Panama), .PH (Philippines), .PN (Pitcairn Island), .CY (Cyprus), .EC 
(Ecuador), .FJ (Fiji), .GT (Guatemala), .LA (Lao People's Democratic Republic), .MX (Mexico), 
.NA (Namibia), .NU (Niue), .RO (Romania), .SH (St. Helena), .TT (Trinidad and Tobago), 
.TV (Tuvalu), .VE (Venezuela), .WS (Western Samoa). 


