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I. BEP KERE ISTR DN O AW BSTE

A. CRA DNO A PEM AN K DOMA NNAM ER SO RE

1 W_lyand how ?

W lenGlat®W dcm em eged wih fn ithKine and becam G laxoSm ithKine, the
board m akt his infom ation publicw ithout keeping in m hd the dm ain nm e
issug they did not have any dm annm eofficer. The day of this announcen at,
so ene registered the corresponding dom dan nm e Such a story is not
exceptional:e veryday,around the w ald this kind ofa ccidents — “business
opport unities” as far as cyber squatters are concerned — happen

A 1ybigcom pny shouldhave a dom dnnm  eofficer. It isusuall y sm eone w ithin
the legal deparin et orw ithinthe board Inany cases, it must be smm  ene w ithan
effecti ve access tothem anagen atlevelw lere decisions are taken

Inm ttinational con  pnies, the situationis m pe difficdt because of the nm  ler of
subsi dariesa nd branches, and because theseus ually have sm efreedm w ithn
their country (for m aleting purposes for exam pe). If, above this, the con  pny
m des business under a large nm  br of tradm arks (sm  ef thm being onlylocal
for a specific country), the creation of areal dm annm etask forceis necessary.

W lile creating and managing thet askforce the key w ods to ren v ler are
centralizati onin cooperation

1. Centralization m ers, in this case, that the deeper the taskforce is invol ved
inbusiness decision (even w lensuch a decision is nom dy targeted toa
specific country), the best it is. It is strongl y recomm ended that the taskforce
have a president or a secretary.

The taskforce w ill keep accurate data concerning notably. the nm ber of
active dm annm e with their status and date of renev  § the list ofall
“close” nm es related toa fh an” one (see nextc hapter), the technical data
for each dom annm etc Centralization cango so far as to indude all
billing issues. Indeed w len possible, one shou d avoid sending renev 4



notices and subsequent bills directl yt o the account deparim ent, w lichcou d
be ovew Hlm edor settle invoices after a long delay. Bills (or at least a copy
thereof) shoul d ideally be sent to the taskforcet o ensure pem aent use of
the dm  dnnm e

2 A sodationm ers, in this case that the task force m w con  bre a good
geographical representation (sm ere frm the headquarter, together w ith
representatives of the subsi daries) and a good skillsr epresent ati on (the CB
isnot alv as the best person it m igt be the operating officer, the custom e-
care departm et and/or the m aketing departm at). M ve often besides
pem aent m e lers — Chief Legal O flicer or the counsel for exmn pe— the
con prition o the task force can vary dependi ng the issue).

2 O_tsourcing issues

M geand m aeservice providers are currently specializing indon  amm  eassets
m angm at and survey. These com pries offer a regjstering procedure innearly
all ccTD ssee hereafter) and inall public gTLD gsee hereafter). They keep a single
point of contact. Sm eof then provide m aitoring for registrant’s dom annm
and for con petitors ones, as w d asc yber squatting m aitoring (in addition they
usually provide their custmm es with a softv are-based sol ution enabling online
access to all availableinfom  dion).

B 800 NGA DOMA NNAM E

W len choosing a dm ain nm ¢ the registrant m ut keep in mind at least v o
m  prtant thi ngs:

— O methe “m an”dm annm éhasbeen chosen, the registrant m st anal yze
if “dose” nam eshou dalso be regjstered

— Although iti s often usefu to register dose nmm & it m ut be dear in
everybody sm indthat a zero-risk situation doesn't exists.

The list of dose nmm  em &t be m de, bearing inm indall fom sof cybersquatting
w lichind udes notably:

— Cybersquatting (also called dm annm egrabbing) : registering a dom an
nm einorder to sell it back later to the person — usually a con pny or a
w d-knov  1person-w I ,intutivel y; shou dbe the nom al hd der;

— Reverse dom annm i pcking people register a trade ark that isidentical
toanexisting dm  annam eSubsequentlythis personsues the dm  dannm e
holder arguing that this holder violates his rights. This cybersquatting
m é¢hodol ogy is happil y unsuccessf ulm ot of the tin ¢

— Pointsquatting a specific fom sof cybersquatting using thesm  eaddress as
the victm w ithout a point after the fam as www 7 (for exm pe
http /Www an pny.con irstead of htp /W ww .cod  pry.con .

— posauating a specific £ 1 . iersauatfing wsine spellinel 1o 11+

exm pe h t tp/Wwwem pmycn i n stead o f
http /Www.coo pnycm .

For exdNN: s to register w aldofjeasure> as a th arl’
dm  annam eitm ight consider that the fdlev ingare “dose” nm &

w aldof-peasure
— w ddod-pdeasures

— w dadofpeasure

aw add-pleasure

w aldpleasure

w aldpdeasure

This isa difficdt and fastid ous pb, but it isactuall y the easiest w aytoavoi dlosing
tin eand money intrials or ot her resd ution procedures. Specific softv ae can hel p
the registrant to buil dthe list.

The con pny m ight consider thatt he registration of som edm dmm eis be
con plsory.U swlly this list includes at least all registered tradem aks and any
otherssignonw lichthe cm ny has an excl usive right (for exmu e a comm  edal
denm iration or the nam ed the com pny, etc).

W lile determ iring the m andm a nm eandits dose ones, the registrant m wut
con brethe potection point of viewa nd the farget point of view (see next chapter).

C d00 NGM E &GS



M ¢atags are H M Icodes usuall yinvisibles for the visitor, except if this one request
toread the source-code of the w épage. There are various types of m datags'but the
m ot fm as one is designed tohelp search engines indexing and ranking w dsites
according tot heir content. For exsn  pe a w dsitec oncerni ng football w ili ncl ude at
least thew od “football”initsm ¢atag

A bigdifference betv en m ¢atags and dmm amm  eis the absence ofany kind of
registrationany w dsite holder can freely decide w Ixch m eatagsit w ats to
inc ude inits source-code.

Thism aodis operandi is frequently wsedin order:

— To raise artifidally the nm ler of visitors (putting “sex” in the m ¢atags,
even if the w dsite hasnothing todo w ithsex in order to appear in the
result-list eachtin esm eone types “sex” ina search engj ne);

— To grabsm evisitors (putting thenm  ef a com ptitor inorder toappear in
the resut-list each tin e smu  ene types the nm eof thecon ptitorin a
search engj ne).

Besi des these potentiall yillegal wses ofm ¢atags there are very usefu utilizations:

— Itisused bys ponsors tobe sure that they w ill appear inther esult list each
type sm eme try to get infom dion concerning an event (for exm ple
W dald Cup sponsors are ertitledtoinclude W dd Cup”intheirm ¢atags);

— It can be used by a com pny to cross-reference its w dxites (for exan ple, if
the sm  eproduct is sdd inthe w ddunder different nmn es and if there is
one w dsiteper nm ¢t might be usefu toi nclude imall w dxites all
different nam e o this product).

— It can be used by group of csm pnies or holdngs to cross-reference all
con pries’ w dsites;

The dm dmm etaskforce w il work indose cooperation w ithall deparim  ats of
the cov  pry in order to m de the list of allusefu m datags. For exm the the
m aketing deparm et w il provi det he list of all events inw Ichthe con pny in
invol ved as a sponsor, and the taskforce w il make sure w ith the legal deparm et
that the contract w ithevent’s organi zati on specify that thecon  nys nm  eor its
product’s nam ev il beincl udedinthem eatags of the event’sw dxite

1 Including for example “revisit-after", "description”, "keywords", "robots", 'rating",

o

"copyright”, "author", "language

"o

, "generator”, etc.

D. O PNG ®RA gID AND © R «TD

O me the various nm es have been chosen, the registrant m wut consider the Top
Level inw hchit w il apply for registration A tually, thereare v dam ilies of Top
Level :

— The genericTop Level (gTD )induding the fm as .con , .net and biz
gTD sareregisteredon aw al@ ik basis

— The countryc ode Top Level (ccTD ), registeredon a national basis (.be,. fr,
.8, etc).

Sm  eituations are quite sm e Forexmn pe all registered traden akm st at least
be registered as a dm annm enall countries(ccTD )inw Ichthe traden akis
registered O ther exm ple the com pny-site of a m dtinational con pany m 1t at
least be registered in all countries (ccTD )inw Ich the cmm  pny is established
M aeoften the situationis m eedifficdt toassess ; because of this, sm econ  fries
have decided as arue that eachtim ea dm dnnm esregistered itis regstered
inall ccTD s and gTD sinw lchitis available( Coca- Colathe W adcom pny”,
w aks under this rde).

Taking backt he exmx e of w aldofpeasurecm >if thisis a site dedicated toa
product sdd sdely inG en aw, the taskforce m ight consider thatit is w ath
registering it in.cm ,but alsoin.de and eveninccTD sof G en aw snei ghbor-
countries (A wtria, Poland, N ¢herlands, etc) because som ecuston es m ight buy
the product irG en awybut originate fron  these countries.

W lie w aking on thisi ssue, the registrant m st in fact con  bre tw odifferent
approaches:

1. The protection point of viewim flies that the registrant m wt protect its assets.
For exmn  the the regjstrant m ight deci de that all intellect ual pr operty assets
m ut be protectedas a dm dnnm dnall countries and all gTD s

In application of this point of view ,w lena registrant decides for ag TD
(cm for exm o), it will usually try to register inall other public gTD s
(.net, .hiz etc). Consequences are easy tounderstand Failing tocm pyw ith
thisprincipe the W lteH aseregistered only http /W ww w litehouse. gov
for its offidal w dsite very quicdy t other persons regstered
http /W w w w litehouse org (satiric site) and HiliEGG_G_G———
(sex site)!
I I
2 The farget point of view in fies thatt he registrant m uwt, firstly, anal yze the
target of itsw dxiteand second y, consider as con  plsory to regjster at least
all relevant TD  staki ngi nto account this target. For exan e, if a product is



sddindifferent countries under different nmn s all national nmmn  e&must at
least be regjsteredinthe corresponding ccTD .

E VERH& ©ON SPRDORD R&E ISR DN

O me the nm @ to register and their relevantccTD Sand/or gTD have been
chosen, the registrant shoud m dea prior verification inthe W his? database, in
order tobe sure that there are no anteriority problen sIndeed it m ight appear at
that stage that anm ¢ a a Top Level, has been pre-regstered by sm dwody else

Itisin prtant tounderlire that this verification doesr't m en that the nmn  ew il be
accepted when the registrant w il apply, indeed inm otccTD s there are strict
rues tofdle and the regjstration authority might ref use an application inrespect
thereof. N adoes it m en that the use of the nm ew il bepossible (for exm e
despite the fact that a nam ds granted tothe regstrant, a third- party m igt ob pct to
the wse thereof, because of itsintellectual propertyrights.

This verification is only m ert to detect pre-registration of any identical dm an
nm  ¢s). Itis nevertheless wsef U, notably for three reasons:

1. A tthat stage it is usually still possible for the registrant tom endits plan
drop this nam ¢ ar take actionin order to get thisnm e

2 Searching the w his? database isanonin as, quick and easy.If a problem is
discovered at that stage it can thus be lin ied within the registrant’s
cm  pny Failing to com pyw iththis prior verification con  ny's secrets
are sm ¢im & m ak public involuntarily att he occasion of an aborted
registrati on

3. Registrationproblen ,or aborted registration isalv as a bad publictyf or
the registrant and can be an opportunity foritsco ptitors.

Bl Thi I ) + of +he d .

— Acm pnym st consider its dm ain nm eassets at a global and high
Level;

— A reffectivedon  annam epolicy ispart of the w hde business plan of the
con pny, and m wt rely on ane xtensivek nw ledge of con pny's
activities, pro pcts, tradem ak portfolig etc;

— Itin fies the partid pation of several persons inclose coor dinatiory

— W lenseveral dm dannm em & be m amged it shoud m en a high
degree ofc entralization in cooperationw ith concerned persons,
subsi diaries or branches;

— The pdicym wut be flexible and progressive

I. RE ISTR TDN O AW BSITE

A. N ® MA DN O BEPR YV B

1 W_lhichinform dion?

A great num ler of inffom dion must be transm itted to the registration authority,
here are som ed then ,togetherw ih recon m edations:

Reois ) Reoisteri ; . it :

B prgw der, gr a cﬁ1 pny e Vlboyeé, or evéﬁ under the
CB® ’snm geshou dbeavoided or m adfied

pem aently the operational pow eonthe dm  an
nm eandm ust be entitledtotake dm annm e
related decisions onits ow nThereforeitis essential
to gvethis role toa qualified personinvol vedinthe
dm annam en amgem at

nm eonbehalf of thecon pny Itisin  prtant to
underline that a great num ler of accident arise
because of a bad hilling contact (for exmx  pe the e
m al address of anen  joyee that doesritw ak
anm  ge: the renev  dnoticeis sent onthis address

— and nobody take care o it)

2 Please note that the exact wording can vary depending the country and/or the provider
3 idem.
4idem.



w lohas the responsihility of arh iristering dm ain
nm eservers orw Ichare hosted dom annm & In
the casethe con  pny holds andn  amge itself its
servers, the personincharge of the is wsuall ythe
technical contact

~Tdeally thscontact shouldbe allecated tothe ISP

2 H w toprovide thisinfom dion?

Infom dionprovided m wut be constant and everlastingi ndependently fron the
physical person and from the provider; thisis akeyissue

Indeed if the infom dion relies on a person or a provider, it m st be updated in
case of changing (anen  poyeem oing to another comm pny or to another
deparm et withinthe con  pny, orc hanging of a provider). Inrealityit is a fact
that updating is rarel y done, w ith sm  é¢n & tren  endous consequences inc udi ng
the deletionof the dm annm e

(drs.ath if@con  pny.con )rather than nom  iral
(bobm are@m pny.con )inorder toavoid
N D c v foyee changes
N be pai d tothe
continuity of the runni ng of the em ail address.

A mther advantage of generic aliasis to g ve the
possihilityto fow adthem al received onthis
address tom tltige personsw ithinthe con  ny
and even outside (lsv  yr or provider for exmn )
far as stabilityis concerned hw eer ala of

con paries findit preferable to use the address

w lere the contact personislocated

(ath iristrative, hilling technical)

Phone-nm-—ber —A-—sfer-the-em-—al-and-postal-addresses,-onem—g——
provi de for the updating of phone nm lersin
case of relocation orm  we.

5idem.
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B H A ID& ONOFA DOMA NNAM E

Inm et of the gTD S.con ,.ret and .org notably), the registration is based on the
principge “first cmu  efirst serve” there is no contrd by the registrati on aut hority at
them o atof registration The regstrationisauton dicallyacceptedif thisnm ds
available By exceptionsm TD Sarelin ited tocertainapplicants (m wem and
.aerofor exam pe).

Sm  enational ccTD sworkonthesm €first con  efirst serve” princi ple (Bel g m
for exm e, but m ot of then have a strict regjstration policy in order to assess,
prior toregistration, that the registrant has aright toappyfor the dm anm e

Irregar d esst he existence of a prior contrd, a thirdparty can alv as request the
registrant tostop using thisdm amm end/or transfer it tohm .Inm et of the
cases, such an action isbased on intellectual property issues, fair practices and
con plitionrues (see hereafter: enforcen  at).

C H M BARG S

A bigdifference bev en m ¢atags and doun  damm  eis the absence ofany kind of
registrationany w dsite holder can freely decide w Ich m datagsit w ats to
incd ude inits source-code.

N edess tosay, if the use of a m eatags is ani nfringen at toa lav or a third
partysright, the dm annm en ight facelitigation (see hereafter: enforcen at).

— Itisim portant to prepare the infom dion tobe given atthe m m et of
regjstrati ory

— This infom ation m wst be logical, taking into account the situation of the
con  pny itm st beindependent frmm aphysical person and everl asting

— Technical and billing infom dionss houl d be as ham aized as possible
w ithnthe group

— Even if there is a prior verification by the registrationa ut horityt he
allocation of a dm dmm edoesnot guarantee the comn pany against a
third party

— M datags are free (provided, of course that theydo not infringe any lav or
any third party's right).
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II. U NGADOMA NNAM E

The m etnatural w aytouse adm annm dsto put at thataddress a w dxite but
itis not the onlyw aytouseitO mcou d notablyim agne

— To register a dm annm ew ithout using it (“defensi ve registration”):it is
often the case w lena cyber squatterregisters a dm annam eorrespond ng
toa tradem arkinordert o resell it later on, but it can also be used w I the
m aketing or the & D departm at is cose to iritiate ane  product or
cm pignandw atstobe sure to get the best nm ¢

— To registera t atingpage” thesite contains no inform dion except a
w dting announcen et (“under construction” for exax  jhe). Cyber squatters
w ishing to hide a defensive regjstration frequently use thism odus operandi;

— To redirect the visitor to another website this is typically the situationf or
“cdlose” dm ainnm &

V . K P REM K TSSU B

A. MONID ING

A soonas acm pny considers itsdm dannam esset as anin jertant one, itm
consi der them aitori ng thereof.

This task is usually outsourced to a specialized provider using sophisticated
m aitorings ervices, scanning thew @ and registrations(sm eof thmn on a
w ad idebasisinduding ccTD 9todetect all potentiallyham fu uses. The list of
“close” nam e m ak prior to ther egistration is often of a great help but nev
softv aeuse a la of other technical tods, inc uding the m nitoring of m datags (see
hereafter).
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It m wt be stressed that it m des no sense toor ganize am aitoingon dm an
nm eif the sm eprocedure is not applied to m ¢atags.I n reality, m datags are
potentiallym a@e ham fi because they are dfficult to detect andn aitor.

B B ® RNG

O mea cm pany decided tofight a ham fd use, three attitudes are posside out-of-
court settlem at,AD Rr legal proceed ng

1 O irof-court settlen et

N edess tosay, the parties can settle out-of-court agrem at. D epite the fact that
the price is frequentl y hi gh itisveryoftenless than the cost of a judiciary procedure
andis quicker.

2 A lternative D ispute Resol tionA DR

AD Ris a dispute resdution process in w licht he partiesa gree to sulm it their
problen toan arbitration panel.

The UD B (U ifom D m anN m B ispute- Resd ution Policy) is one of the m ot
fmn  as ADR process, focused on gTD dm anm  econflicts. It has been drafted
incdlaborationbetv enthe I& NNéand W ID 7. Each gTD registrar m st insert a
dawseinits contractsm aking thelU D Rin andatory for gTLD o rers.

The con  peinant inalU D RPprocessm 1wt d onstrate three den  ats:

— The dm amm eis identical or confusingly sm ilar to atraden akor a
I, the con i nant has 1i ghts;

¢ Internet Corporation for Assigned Names and Numbers. ICANN is the non-profit
corporation that was formed to assume responsibility for the IP address space allocation,
protocol parameter assignment, domain name system management, and root server system
management functions previously performed under U.S. Government contract by IANA and
other entities. ICANN delegates also the power to national registrars to alloy IP address and
related national domain names.

7 World Intellectual Property Organization; http:/ /www.wipo.org.
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— The registrant has no rights or legitin deirterests inrespect of the dom an
nm en question

— The dm amm ehas been regjstered and/or it is bei ng used inbad faith
A sessing the bad faith, the arbitration panel w il take irto account all
available dem at, notably:

o Grem dances indicating that the D s anN m ew a&registered or
acquired prim aily for the purpose of selling renting or transferring
it tothe Haintiff (con i nant);

o Thedm amm e~ aregsteredinorder toprevent the w ner frm
reflecting the m ak provided that the registrant has engaged in a
pattern of such conduct;

o The dm @ nm ewas regstered prin ailyf or the purpose of
disrupting the business of aco petitor;

o The dm damm ew aregstered w iththe intention to gainInternet
users by creating a likelihood of confusion w th the cmn plainant §
m akas tothe source, sponsorship affiliation orendorsen &t of the
registrant § site or of a product or service It must be underlined that
the possihility of confusion especially for the consm eis the central
criterion

D epte this wniform dispute resolution process, it is w dl knw n that sm e
arbitration panel W IIO for exm ple) is m ael n favor oftraden ak hol der than
others. D gending the nat ure of the underl ying right of the com i nant, it m ight be
usefu tan ke an “arbitrationform shopping”.

W od them anadvantages ofUD RP ind ude the fact that:

— It ensures effectivenessof the decision if the panel findsi n favor oft he
cm  panantand grants a transfer oft he dm dmman  ethe transfer w il be
autm  dicif the defendant does not bring a legal pr oceedi ng bef ore a judicial
courtw ithin afixed delay;

— Ifitin pesible to locatet he cybersquatter (for exmx jhe because he gave a
false address at the m o et of registration), itis sufficient to prove to the
panelist thatall reasonable efforts have been done and that the don ~ annm e
w rrren ans unreachable

The cost of UD Rarbitration vary bew enU $ 1.500 and U $2 000 for a conflict
invdving1ltol0dm dxnm eand requiring one panelist( jidge/arhiter). There is
no systen for rem husing the attorney fees.

-14-

UD Risalso available for certainccTD s lent he nationala ut hority adopted it8).
D epite the fact that U R Hsnot applicable inother countries for ccTLD disputes,
sin ilar princides wually apply.

3. Legal proceedi ngs

A paintiffis of course entitledtoseize a ndicial court.

It is frequently a long-run process, notabl y because of irternational aspects. Pl ai ntiff
m tfirst detem ireinw lichcountry it w il bring the procedure and whichlav the
jidge will apply. Furthem a@e even if the court finds infavor of the con  painant,
itsrdingm ght not be appliedif the hd der islocatedin another country.

This sai d legal proceeding cou dbe m weadvantageous insm eircm stances, for
exmn pew bnplaintiff and defendant ori ginate frm the sam eountry, or w lenthe
legal ground of the action is con  gtitionrrelated m ae than intellectual property-
related (experin at show sthat arbitration panels are less friend y w ithcon  ptition
and fair practices lav sthan w ithirtellectual property one —inUD R the situation
is still clearer since the panel is only con  petentif the don ainnm eisi dentical or
confusingl y sin ilar toa traden akor a servicem akonw Ichthe con plainant has
ri ghts).

If the con jeinant w ats to get m ney frm its action it m st generally go for a
legal proceedi ng

EienneW ey,
A tarney (Brussels and Paris bars)

Brussels, janv. 31, 2006

8 .AC (Ascension Island), .AG (Antigua & Barbuda), .AS (American Samoa), .BS (Bahamas),
.BZ (Belize), .PA (Panama), .PH (Philippines), .PN (Pitcairn Island), .CY (Cyprus), .EC
(Ecuador), .FJ (Fiji), .GT (Guatemala), .LA (Lao People's Democratic Republic), .MX (Mexico),
.NA (Namibia), .NU (Niue), .RO (Romania), .SH (St. Helena), .TT (Trinidad and Tobago),
.TV (Tuvalu), .VE (Venezuela), .WS (Western Samoa).



